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SUMMARY

In this paper, we suggest the use of the chi-square test for detecting backoff misbehaviour in IEEE 802.11
EDCA networks. A performance evaluation is performed to compare the chi-square test with two other
methods, known in the literature. To perform a suitable comparison, these two methods are extended to
support EDCA and the BEB mechanism. We assume a misbehaviour model, which can be easily executed
by a selfish user. We show that the chi-square test outperforms the other methods in terms of the probability
of misbehaviour detection and time required to positively identify a misbehaving node. Copyright (©) 2010

AEIT

1. INTRODUCTION

The IEEE 802.11 standard [1] for wireless networks
does not provide users with incentives to cooperate
when accessing the shared radio channel. Therefore, non-
cooperative actions, known as misbehaviour, may become
a serious problem. One of the prominent examples of
misbehaviour is cheating on the backoff procedure, i.e.,
a deliberate change of backoff parameters defined in the
standard in order to increase the chance of accessing
the medium and, as a result, increase throughput. This
type of misbehaviour is hidden from detection schemes
working at the network layer and can be combined with
misbehaviour in upper layers. It is easy to perform because
the medium access function, which governs the backoff
procedure, can be modified through the wireless card
driver. The latest drivers, e.g., [6], allow changing these
parameters through the command line. Even equipment
vendors can make non-standard modifications to increase
the performance of their cards (as reported in [4]).
Additionally, new opportunities to misbehave occur in
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Enhanced Distributed Channel Access (EDCA), one of the
medium access functions of IEEE 802.11. EDCA provides
Quality of Service (QoS) for both infrastructure and ad-
hoc wireless networks. It defines new medium access
parameters and therefore provides previously overlooked
opportunities to misbehave. Consequently, we address the
problem of detecting users who have manipulated their
backoff parameters in IEEE 802.11 EDCA.

Several papers have studied the problem of detecting
backoff misbehaviour. They are based on recording the
observed backoff values of a node and determining whether
they are standard compliant. Depending on the detection
method they can be classified into the following groups:
mean test [2, 5, 8], entropy test [2], sequential probability
ratio test [10, 14] and Kolmogorov-Smirnov test [3, 9].

The main disadvantage of existing solutions is that none
of them take into account the binary exponential backoff
(BEB) feature of 802.11. Furthermore, only [8, 9] consider
EDCA albeit in a limited scope. Other methods can be
extended to support EDCA, though none of them have been
evaluated with EDCA parameters. Some papers (such as
[5]) consider only infrastructure WLAN scenarios. Other
solutions may be difficult to implement, because they are
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computationally expensive (such as [3, 10]) or based on
measured throughput [14].

In this paper, we propose an alternative method for
detecting backoff misbehaviour which ¢) takes BEB into
account, i7) considers EDCA, i7) can be used in ad-
hoc and infrastructure scenarios, iv) is based on a
valid statistical test for determining uniformity and v) is
computationally inexpensive.

To verify our approach we compare it with two methods
previously proposed in the literature: the mean and entropy
tests. We extend these methods to support BEB and
EDCA. The evaluation is performed using a realistic
misbehaviour model, i.e., such which does not require
driver modifications and can be performed by an ordinary
WLAN user.

The remainder of this paper is structured as follows.
EDCA is briefly described in Section II. The detection tests
are presented in Section III. The performance evaluation is
given in Section IV. Section V concludes the paper.

2. EDCA

EDCA introduces four Access Categories (ACs) to provide
appropriate QoS. These categories are, from the highest
priority: Voice (Vo), Video (Vi), Best effort (BE), and
Background (BK). Each category has its own set of
medium access parameters, which are responsible for
traffic differentiation. These parameters are: the Arbitrary
Inter-frame Space (AIF'S), the Contention Window
Minimum and Maximum values (CW,,in, and CW,,00),
and the Transmission Opportunity Limit (T X O Pr;mit).
The first and last parameter assume fixed values. Therefore,
deviation from them is easy to detect. However, detecting
deviations from the C'W parameters is challenging because
they are responsible for the randomness of the backoff
procedure, which works as follows.

A node randomly selects a value from the range
[0, CW]. The initial value of CW is defined by the
parameter CW,,,;,,. The chosen backoff value denotes the
time slot in which the node will begin its transmission.
The decreasing of this value begins when the channel
has been idle for an AIF'S period. The countdown is
paused when the channel is sensed busy. When the backoff
value reaches zero, the node starts to transmit. In order
to avoid collisions the BEB mechanism is used. If a
collision occurs, CTW is doubled until it reaches CW,,,44.
A successful transmission resets C'W to the value of
CWinin. This mechanism decreases the probability that
two nodes will transmit simultaneously and thus cause a
collision.
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3. DETECTING BACKOFF MISBEHAVIOUR

We attempt to detect backoff misbehaviour by com-
paring the measured and expected distributions of
backoff values. The most important quality of a
backoff distribution is that it is uniform within cer-
tain ranges: [0, CWpinl, [CWinin + 1,2 X (CWipin +
1) — 1], etc. For example, the ranges for the Voice AC are
[0,7] and [8, 15] for IEEE 802.11b. If a node is cheating
on the CW values, the distribution of its backoff value will
not be uniform within these ranges. Therefore, to detect
misbehaviour, it is necessary to perform a uniformity test.
To this end we propose the use of the chi-square test which
is a typical goodness of fit test for discrete distributions.
Firstly, after measuring S backoff samples for each backoff
range, we put the observed samples into C,2 cells. The
expected number of samples in each cell is £ = S/C,e-.
Secondly, we compute the chi-square statistic

Rac Cx2 (O _ B ')2
=Dy (1

where O; ; and E; ; are the observed and expected number
of samples in cell j of range 1, respectively and R 4¢ is the
number of ranges of a given AC. We reject the hypothesis
that the observed samples are uniform within the backoff
ranges and we assume that the node is misbehaving if

X > Xa,RacC, a1 2

where Xi, RucC.,—1 s a chi-square distribution with
RacCy2 —1 de?grees of freedom at a significance level
«. For the chi-square test, to provide accurate results, the
minimum required number of expected samples should be
at least F,,,;,,. It is common to assume F,,,;,, = 5 [7].

To assess the performance of the chi-square test, we
compare it with two other tests: the mean test and the
entropy test. The former was used in [2, 5, 8], the latter
in [2]. We attempted to use the method of [9], however, we
could not reach convergence for large CW values.

In the mean test the mean of the observed backoff values
(M,ps) is compared to the expected mean of the backoff
values (M,;). A node is misbehaving if Myps < Vi Mez,
where 7, is a tunable parameter which determines the
amount of false positives.

The entropy test is a uniformity test based on the
entropy for discrete uniform distributions. To decrease the
parameter space, the samples observed in each range are
put into C'gr cells. The entropy of the observed backoff
values (H ) of the Cy cells is calculated to determine if
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the distribution is uniform. The expected entropy is H., =
—logg(é). A node is misbehaving if Hops < YeHes,
where 7. is a tunable parameter which determines the
amount of false positives.

4. PERFORMANCE EVALUATION

In order to assess the performance of the chi-square test,
we simulate a monitoring station. The monitoring station
can observe the channel in promiscuous mode, capture
traffic sent by other stations, and extract information on
the chosen backoff value. In infrastructure networks the AP
can be the monitoring station, whereas in ad-hoc networks
each station can monitor its neighbours. We assume perfect
estimates of the chosen backoff values. This allows us
to evaluate the performance of the chi-square test and
compare it to other tests. The problem of how to correctly
measure backoff values in a real environment is beyond the
scope of this paper. We refer the reader to [5, 9]

Let us denote p as the misbehaviour coefficient. A
misbehaviour strategy of setting CW;isb = CTWmist —
1 would be very simple to detect, since all collected
samples would be in the first range. Therefore, to perform
a meaningful assessment of the detection tests, we assume
the following misbehaviour strategy:

CWst = 3)
CWTZIg;b — 2RAC_1(M + 1) -1

This strategy can be easily used, because it requires only
changing the initial values of CW,,,;,, and CW, .., and not
the backoff mechanism. The latest drivers, e.g., [6], allow
changing these parameters through the command line.

The ns-2 simulator was used with an enhanced version
of the EDCA patch described in [13]. The following ad-
hoc scenario was considered. Within a single-hop network
there were five transmitting stations and one monitoring
station. The 802.11b physical layer was assumed. In
particular, the following values of (CWinin, CWinaz)
were used for Vo, Vi, BE, and BK: (7,15), (15,31),
(31,1023), and (31, 1023), respectively [1]. Each station
continuously attempted to transmit 1000 byte packets.
Based on the gathered information the monitoring station
evaluated the random backoff values with the chi-
square, mean and entropy tests. The tests were performed
separately for each AC. The probability of false positives
Prp was set through the following parameters: ~,, =
Ye = 95%, a = 5% and E,,,;, = 5. Our preliminary study
showed that the chi-square and entropy tests perform best
for CXZ = CH =4.
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In the figures, we refer to Vo and Vi as high priority
and BE and BK as low priority. Furthermore, we present
misbehaviour M in the form of a percentage which we
calculate as M = L%J x 100%. It is obvious that
the misbehaving user would choose p € [1, CWpip, — 1]
in order to increase the probability of channel access.
Additionally, because p € N, there is a limited number
of possible simulation points. Each simulation run was
repeated 100,000 times. The standard deviation of the
results is either presented in the figures or was too small

for graphical representation.

The performance evaluation is performed with the
following three simulation scenarios:

1) In order to calculate the probability of detection Pp,
we simulate backoff values limited by the C'W parameters
in Equation 3. Pp, is the ratio of the number of simulation
runs in which misbehaviour was detected successfully to
the total number of simulation runs. Figure 1 presents
Pp for three observation periods with respect to the
percentage of misbehaviour for the chi-square test. To
increase legibility, only the Voice AC is presented in
the figure. For other ACs the behaviour is similar. The
main conclusion is that the detection rate is high for
misbehaviour greater than 25%. Furthermore, there is a
trade-off between the detection time and the accuracy of
the model for low levels of misbehaviour.

2) The second series of simulations was performed
to determine the time required to achieve Prp < 5%.
To calculate Prp, we simulated a scenario with no
misbehaviour and calculated the probability that in such
a case the test would erroneously detect misbehaviour. The
results, presented in Figure 2 clearly show the advantage of
the chi-square test. It is on average three times quicker in
detecting misbehaviour than the mean and entropy test.

3) In the final simulations, we compared the time
needed to detect misbehaviour, i.e., so that Pp > 95%.
This was done under the condition that Prp < 5%. The
results were gathered for u close to the standard values
of CWin, for each AC (Table 1). For higher values of p
the misbehaviour is M = 0% . For almost all simulation
points the chi-square test requires the shortest observation
period to detect misbehaviour. Only for the lowest possible
misbehaviour the chi-square test requires more time than
the entropy test. It must be noted, however, that in these
situations the throughput gain from misbehaviour is the
lowest (e.g., for Vi and M = 7% the throughput gain is
approximately 2%).
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Figure 1. Probability of detection vs. misbehaviour (Voice)
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Figure 2. Time required for Prp < 5%

Table 1. Time required to achieve Pp > 95%

C e T
Voice Video Best Effort Background
OMean Test DEntropy Test W Chi-square Test

AC| o | ™ Time required per test [s]
Mean | Entropy | Chi-square
4 | 50% | 2.38 1.69 0.64
Vo 33% | 2.38 1.69 0.64
6 | 16% | 2.38 1.69 2.36
12 | 24% | 1.99 1.19 1.00
Vi |13 | 14% | 1.99 1.19 2.94
14| 7% | 22.02 1.19 5.04
28 | 10% | 2245 | 28.79 8.93
BE | 29 | 7% | 2245 | 28.79 10.30
30| 3% | >30 28.79 >30
28 | 10% | 15.41 | 24.00 8.93
BK |29 | 7% | >30 24.00 9.59
30| 3% | >30 24.00 >30
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5. CONCLUSIONS

In this paper, we have proposed the use of the chi-square
test for detecting backoff misbehaviour. The advantage
of this test over other detection methods is that the chi-
square test is a valid statistical hypothesis test and is
computationally inexpensive.

A performance evaluation was performed to compare
the chi-square test with two other methods, known in the
literature. To perform a suitable comparison, these two
methods were extended to support EDCA and the BEB
mechanism. We assumed a misbehaviour model, which can
be easily executed by an ordinary WLAN user. In almost all
the simulations, the chi-square test exceeded the mean and
entropy tests in terms of the probability of misbehaviour
detection and detection time required to positively identify
a misbehaving node. Therefore we conclude that the
chi-square test is a suitable candidate for detecting
backoff misbehaviour in IEEE 802.11 EDCA networks.
It is a comprehensive solution which can be used in
monitoring stations in ad-hoc and infrastructure scenarios.
Furthermore, this method can easily be implemented in
existing wireless drivers and it does not require changes
to IEEE 802.11.

The performance comparison between the chi-square
test and the sequential probability ratio test [10, 14] and
Kolmogorov-Smirnov test [3, 9] is an open issue left for
further research. However, both these approaches are more
computationally expensive. Furthermore, as future work
we envision studying the impact of increasing, instead of
decreasing, the CW parameters. It has been shown in
the literature, that this type of misbehaviour can be used
to downgrade forwarded traffic in ad-hoc networks [11].
Furthermore, we plan to study the impact of other aspects
of EDCA (e.g., virtual collisions) on the correct detection
of chosen backoff values. Finally, we will address the
problem of backoff measurements in a realistic wireless
network.
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